Navigating the Minefield

A Comprehensive Analysis of the Risks and Dangers in
Australia's Digital ID Bill 2023

Frank Pau! [
7 October 2023



Contents

EXECUTIVE SUMMAIY ittt ettt et e e e ee e et e ee e et e e e ee e e et e et e et et e e e e e et e e e e e e e e e e eeeaeaeeeeeeeeeeeeeeeaeeeeeeeneeenenens 3
1. CONLrOl OVEE CITIZENS. ..ottt ettt ettt ettt et eshe e sae e st s bt et e e bt e sbeesmeeemeeeneeentean 4
Case Study: China's Social Credit SYStEM .. ... e e et e e s e raa e e e eaees 4
B o € V- oy VA 1 V= ] (0] o N 5
Case Study: Aadhaar in INAIA .....eeeecciiee et e et e e e e bee e e s e bre e e e ebaeeeesantaeaesanes 5
3. Potential MisuSe DY Bad ACLOIS.....cccuiiiiiiiiii ettt e e ree e e e trae e e e ate e e e e abeeesenraeeeennreeas 6
Case Study: Identity Theft in the U.S.......eeei ettt et e e e bae e e e eaees 6
4. Lack of Adequate PUblic CONSUIAtION.......uuiii it e e e aar e e et 7
Case Study: UK's Failed National ID SCheME........ccocuiiii ittt ettt e e e aaa e e 7
5. Global SUIVEIlaNCE CONCEIMNS...couiiiiiieeiiteriee ettt ettt et e e st e s bt e e abeesbeeesabeesabeesbeeesbeeenns 8
Case Study: U.S. PRISM PrOZIram .......cciiiciieeiiiieiessitieeeeseiieesssstteeesssteeeessssseesssseeesssssssssssssssssssssensessnnes 8
6.  Sacrifice of Liberty for SAfety ... e e 9
Case STUAY: POSE /11 U.S. .ottt ettt et ettt eete e teesteesttesabeenbeeba e baessaessseeabeenbeestassasessneens 9
7. Interconnected TechnOCratic INIHAtIVES .....c..eiiiiiiiiieiiee ettt s e 10
(0 TSI {00 AV Y o o F- [ 61 n L= PSP 10
T 1o T o 1T VA FoY o Tl AN 5 (W] 41T 1 £ PSPPI 11
Case Study: Israel's Biometric Database ........ccuveiieciiiiiiiiiie ettt seaee e 11
9.  ToOIS fOr SHENCING DISSENL...cciitiiiiieiiie ettt e e et e e s ebre e e e sbe e e e ssabeeeeesnbaeeeennreeas 12
Case Study: Iran's National INtEINEL ....ccccuviii i s e e e s rnaaeeeeas 12
10. Empowerment of Private CoOMPAanI@s ........ccccuiieeieiiiieeeciiiee e ettt cecteeeee vt e e e ette e e e satee e e seataeeeeanes 13
Case Study: Facebook's Real-Name POIICY .......uuiiieiiiiiiciie ettt et 13
11. Coordinated GIODal PUSH .......coouiiiiie et st 14
Case Study: UN's ID2020 INIIatiVE ....ueeeeecieeeeeciiiieeecieee e ettt e e ettt e e eetee e e e sateeeeesasreeessasaeeesnnsaeeesnnsaneenan 14
12. Shift Towards TotalitarianiSm ......cco.eeiieriiie et st 15
Case Study: North Korea's SUrveillance STate ........ccueeiieciiie ettt e 15
13. Lack of Genuine Alternatives in POITICS .......cueiiiiieeiiiiieeie ettt 16
Case Study: Bi-partisan Support for Surveillance in the U.S. ..., 16
14. Influence of EXternal ENTHES ....cooeiiiiiiiiie ettt 17
Case Study: Russia's Influence in Estonia's Digital Infrastructure.........cccoceeeeeiieeeeciieee e, 17
Conclusion and Recommendations for Policymakers .........cooccvviiiiiiiiiciee e 18

Page 2 of 18



Executive Summary
Overview

The Australian Digital ID Bill 2023 aims to establish a centralized digital identity system to streamline
identity verification and improve access to services. While the Bill has the potential to offer
numerous benefits, it also raises significant concerns that warrant careful consideration by
policymakers. This submission focuses on identifying the risks and dangers associated with the Bill,
drawing on case studies from other countries where similar systems have been misused.

Key Concerns

The submission outlines 14 key areas of concern, ranging from control over citizens and privacy
invasion to the influence of external entities and a shift towards totalitarianism. Each concern is
supported by relevant case studies that illustrate the potential risks and pitfalls.

Recommendations
Given the range of concerns identified, this submission recommends that policymakers:
1. Enhance public consultation to include diverse stakeholders.
Establish robust regulatory oversight with auditing powers.
Limit data collection to the minimum necessary for intended purposes.
Ensure transparency and accountability through regular reporting.

Allow citizens to opt-in or opt-out without discrimination.

2
3
4
5
6. Maintain data sovereignty under Australian jurisdiction.

7. Create a multi-party committee for Bill review.

8. Align with international standards without compromising national interests.

9. Maintain technology neutrality to avoid external dependencies.

10. Conduct pilot programs before nationwide implementation.

11. Implement legal safeguards against misuse for surveillance or political repression.
Conclusion

The Australian Digital ID Bill 2023 presents both opportunities and risks. Policymakers are urged to
exercise extreme caution in its implementation and to consider the robust safeguards recommended
in this submission to protect civil liberties, data privacy, and national sovereignty.
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1. Control Over Citizens
Legal Provisions
Overview

The Australian Digital ID Bill 2023 contains provisions that grant significant powers to the
government and accredited entities in terms of data collection and disclosure. Specifically, the Bill
allows for the disclosure of personal information for "integrity purposes," effectively overriding other
laws at the Commonwealth, State, or Territory levels.

Implications

1. Overriding Existing Laws: The Bill's provisions could potentially nullify existing privacy
protections, giving the government unprecedented access to citizens' data.

2. Broad Definition of "Integrity Purposes": The term is not clearly defined, leaving room for
expansive interpretation and potential misuse.

3. Centralisation of Power: The Bill centralises control over citizens' digital identities,
potentially leading to a surveillance state.

Case Study: China's Social Credit System
Overview

China's Social Credit System is a government initiative aimed at assessing the trustworthiness of
individuals and corporations. It uses a range of data, from financial records to social behaviour, to
assign a "social credit score."

Key Features

1. Monitoring: Constant surveillance through cameras, online activity tracking, and data
collection.

2. Scoring: Citizens are given a score based on their behaviour, which can affect various aspects
of their lives.

3. Punishments and Rewards: Low scores can result in travel restrictions, while high scores may
offer benefits like easier access to loans.

Parallels and Risks

1. Data Collection: Like the proposed Australian Digital ID system, China's Social Credit System
collects a vast amount of personal data.

2. Government Control: Both systems centralise control, but China's system explicitly uses it to
influence citizen behaviour.

3. Potential for Abuse: If not carefully regulated, Australia's Digital ID could be expanded to
include similar scoring mechanisms, leading to a form of social control.

Conclusion

While the Australian Digital ID Bill 2023 aims to streamline digital services, its provisions for data
disclosure raise serious concerns about increased government control over citizens. The example of
China's Social Credit System serves as a cautionary tale of how such control can be extended to
manipulate and monitor the populace. Policymakers must consider these risks and implement
safeguards to prevent potential abuses of power.
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2. Privacy Invasion

Biometric Information

Overview

The Australian Digital ID Bill 2023 includes provisions that allow accredited entities to disclose
biometric information for a variety of purposes, one of which is law enforcement.

Implications

1.

Law Enforcement Access: The Bill's provisions could potentially give law enforcement
agencies broad access to citizens' biometric data, raising concerns about unwarranted
surveillance.

Data Security: The involvement of multiple "accredited entities" increases the risk of data
breaches.

Consent: It's unclear how consent will be managed, especially in cases where biometric data
is used or shared.

Case Study: Aadhaar in India

Overview

Aadhaar is a 12-digit unique identification number issued by the Indian government to every
resident. The system collects biometric and demographic data and is used for a variety of services,
from social welfare to taxation.

Key Issues
1. Data Leaks: There have been multiple instances where Aadhaar data was leaked, affecting
millions of citizens.
2. Privacy Concerns: The system has been criticised for its potential to violate privacy, as it
tracks financial transactions, mobile phone use, and even individual locations.
3. Legal Challenges: The Aadhaar system has faced numerous legal challenges in India,

including a landmark case in the Supreme Court questioning its constitutionality on privacy
grounds.

Parallels and Risks

1. Broad Use of Biometric Data: Both the Australian Digital ID and Aadhaar collect biometric
information, but Aadhaar's experience shows the risks of data leaks and privacy invasion.
2. Government Oversight: In both cases, the government has significant control over the data,
raising concerns about potential misuse.
3. Legal Recourse: The Aadhaar case in India serves as a warning for Australia to consider the
legal implications of such a comprehensive ID system, particularly concerning privacy rights.
Conclusion

The provisions in the Australian Digital ID Bill 2023 related to the disclosure of biometric information
pose significant risks to individual privacy. The experience with Aadhaar in India serves as a
cautionary tale, highlighting the potential for data leaks and legal challenges. Policymakers should
consider these risks carefully and implement robust safeguards to protect citizens' privacy.
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3. Potential Misuse by Bad Actors
Enforcement Powers
Overview

The Australian Digital ID Bill 2023 incorporates civil penalty provisions that are enforceable under
Part 6 of the Regulatory Powers Act.

Implications

1. Legal Recourse: The inclusion of civil penalty provisions suggests that there are mechanisms
for legal recourse in the event of misuse. However, the effectiveness of these provisions is
yet to be tested.

2. Potential for Abuse: While the Bill aims to regulate the use of digital IDs, the very nature of
digital data makes it susceptible to hacking, identity theft, and other forms of misuse.

3. Limited Deterrence: Civil penalties may not be sufficient to deter bad actors, especially those
outside the jurisdiction of Australian law.

Case Study: Identity Theft in the U.S.
Overview

The United States has multiple forms of digital identification, ranging from Social Security numbers to
state-issued digital IDs. Despite various security measures, there have been numerous instances
where these systems were compromised.

Key Issues

1. Data Breaches: High-profile data breaches, such as the Equifax hack, exposed the personal
information of millions of Americans.

2. Identity Theft: Compromised digital IDs have led to cases of identity theft, affecting financial
records, credit scores, and even criminal records.

3. Cybersecurity Flaws: Many of these breaches exploited vulnerabilities in the systems,
guestioning the effectiveness of existing security measures.

Parallels and Risks

1. Data Security: Both the U.S. and Australian systems collect sensitive personal information,
making them attractive targets for bad actors.

2. Enforcement Challenges: The U.S. experience shows that even with legal provisions for
penalties, enforcement can be challenging, especially when dealing with international
cybercriminals.

3. Reputational Damage: Data breaches can have long-lasting effects on citizens' trust in digital
systems, as seen in the U.S.

Conclusion

The Australian Digital ID Bill 2023's civil penalty provisions provide some level of legal protection
against misuse. However, the experience in the United States serves as a cautionary tale of how even
robust systems can be compromised. Policymakers should consider strengthening cybersecurity
measures and international cooperation to mitigate the risks of misuse by bad actors.
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4. Lack of Adequate Public Consultation

Overview

One of the significant concerns surrounding the Australian Digital ID Bill 2023 is the lack of adequate
public consultation. While the Bill aims to revolutionise the way Australians interact with digital
services, the absence of comprehensive public dialogue raises questions about its legitimacy and the
potential for unintended consequences.

Implications
1. Public Trust: Lack of consultation can erode public trust in the system, making its successful
implementation more challenging.
2. Informed Decision-Making: Public input can provide valuable insights into potential pitfalls
or areas for improvement that may not be apparent to policymakers.
3. Democratic Accountability: A lack of public consultation undermines the democratic

process, as it excludes citizens from having a say in a system that will significantly impact
their lives.

Case Study: UK's Failed National ID Scheme

Overview

The United Kingdom attempted to introduce a National ID Scheme in the early 2000s. The plan was
to provide every resident with a biometric ID card that would serve multiple purposes, from
accessing public services to serving as a travel document within the European Economic Area.

Key Issues
1. Privacy Concerns: The proposed system raised significant privacy concerns, as it would have
created a centralised database of sensitive personal information.
2. Public Outcry: The scheme faced widespread public opposition, including protests and
petitions calling for its cancellation.
3. Political Fallout: The scheme became a contentious political issue, contributing to its

eventual scrapping in 2010.

Parallels and Risks

1. Privacy Issues: Like the UK's failed scheme, Australia's Digital ID Bill has provisions that have
raised privacy concerns, particularly regarding the use and storage of biometric data.
2. Public Sentiment: The UK experience shows that ignoring public sentiment can lead to the
failure of such large-scale initiatives.
3. Policy Reversal: The UK's decision to scrap the scheme after investing significant resources
serves as a cautionary tale for Australia.
Conclusion

The lack of adequate public consultation in the development of the Australian Digital ID Bill 2023
poses a significant risk to its successful implementation. The failed UK National ID Scheme serves as a
valuable case study, highlighting the importance of public input and the potential consequences of
ignoring it. Policymakers should consider opening channels for public consultation to address
concerns and improve the system's design and acceptance.
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5. Global Surveillance Concerns
Overview

While the Australian Digital ID Bill 2023 primarily focuses on domestic applications, the potential for
global surveillance cannot be overlooked. The digital nature of the ID system means that data could
be accessed or shared across borders, raising concerns about international data privacy and
surveillance.

Implications

1. Data Sharing Agreements: Australia's participation in international data sharing agreements
could make the Digital ID data accessible to foreign governments.

2. Global Surveillance Infrastructure: The Digital ID system could potentially be integrated into
broader global surveillance networks.

3. Jurisdictional Issues: The international nature of digital data raises questions about legal
jurisdiction and protections against misuse by foreign entities.

Case Study: U.S. PRISM Program
Overview

The PRISM program is a surveillance program run by the United States National Security Agency
(NSA), which collects internet communications from various U.S. internet companies. It is part of the
extensive global surveillance infrastructure maintained by the U.S. and its allies.

Key Features

1. Data Collection: PRISM collects a wide range of data, including emails, chat logs, and social
media activity.

2. Global Reach: The program is not limited to U.S. citizens; it also collects data on foreign
nationals.

3. Legal Controversy: The program has been criticised for its broad scope and the lack of
adequate legal oversight.

Parallels and Risks

1. Data Sensitivity: Like PRISM, the Australian Digital ID system would collect sensitive personal
information, making it a potential target for inclusion in global surveillance programs.

2. Legal Protections: The U.S. PRISM program has faced legal challenges related to privacy and
human rights, issues that could also arise with Australia's Digital ID system.

3. International Implications: The global reach of programs like PRISM raises concerns about
how Australian Digital ID data could be used or misused on an international scale.

Conclusion

While the Australian Digital ID Bill 2023 is primarily a domestic initiative, the potential for its
integration into global surveillance networks like the U.S. PRISM program cannot be ignored.
Policymakers should consider the international implications of the Digital ID system, particularly
concerning data privacy and global surveillance, and take steps to mitigate these risks.
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6. Sacrifice of Liberty for Safety
Overview

The Australian Digital ID Bill 2023 aims to enhance the security and efficiency of digital transactions
and interactions with government services. However, the enhanced security measures could come at
the cost of individual liberties, particularly concerning privacy and freedom from unwarranted
surveillance.

Implications

1. Security Focus: The Bill's emphasis on security could lead to invasive data collection practices
under the guise of protecting against fraud or other criminal activities.

2. Civil Liberties: The potential for increased surveillance and data collection poses risks to civil
liberties, including the right to privacy and freedom from unwarranted government
intrusion.

3. Balance of Power: The Bill could shift the balance of power between the state and its
citizens, empowering the government at the expense of individual freedoms.

Case Study: Post 9/11 U.S.
Overview

In the aftermath of the September 11 attacks, the United States passed the USA PATRIOT Act, which
expanded the federal government's surveillance and investigative powers.

Key Features

1. Expanded Surveillance: The Act granted the government broad surveillance powers,
including wiretapping and monitoring of internet activities.

2. Data Collection: The Act allowed for the collection of various types of personal data, from
financial records to library borrowing histories.

3. Limited Oversight: The Act was criticised for lacking sufficient checks and balances, leading
to potential abuses of power.

Parallels and Risks

1. Security vs Liberty: Both the USA PATRIOT Act and the Australian Digital ID Bill aim to
enhance security but raise concerns about the erosion of civil liberties.

2. Government Powers: The expansion of government powers in the name of security poses
risks to democratic principles and individual freedoms.

3. Public Sentiment: The public's willingness to sacrifice liberties for perceived safety can lead
to the acceptance of invasive policies, as seen in the U.S.

Conclusion

While the Australian Digital ID Bill 2023 aims to improve security, it raises concerns about the
potential sacrifice of individual liberties. The experience of the United States following the 9/11
attacks serves as a cautionary tale, highlighting the risks associated with expanding government
powers in the name of security. Policymakers should carefully consider these trade-offs to ensure
that enhanced security does not come at the expense of fundamental civil liberties.
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7. Interconnected Technocratic Initiatives
Overview

The Australian Digital ID Bill 2023, while focused on identity verification, could serve as a
foundational element in a broader network of technocratic initiatives. The Bill's provisions for data
centralisation and interoperability could potentially enable its integration with other technology-
driven projects, such as smart cities.

Implications

1. Data Integration: The Digital ID could serve as a unified identifier across various platforms
and services, facilitating data integration.

2. Technological Synergy: The ID system could be a key component in larger technocratic
initiatives, such as smart grids, loT devices, and automated public services.

3. Governance Concerns: The integration of Digital ID into broader technocratic systems could
centralise power and decision-making, raising governance and accountability issues.

Case Study: Smart Cities
Overview

Smart cities use technology to improve urban life, focusing on sustainability, efficiency, and enhanced
public services. Digital IDs could play a crucial role in accessing and interacting with these services.

Key Features

1. loT Integration: Smart cities often rely on the Internet of Things (IoT) to collect data and
automate services. Digital IDs could serve as the access point for these services.

2. Data Analytics: Smart cities use data analytics to improve urban planning and public
services. A Digital ID system could contribute valuable data to these analytics.

3. Personalisation: Digital IDs could enable more personalised services within smart cities, from
customised public transport schedules to targeted healthcare services.

Parallels and Risks

1. Data Centralisation: Both smart cities and Digital ID systems involve the centralisation of
data, which could lead to governance and privacy concerns.

2. Technological Complexity: The integration of various technologies increases the system's
complexity, raising the stakes for potential failures or security breaches.

3. Ethical Considerations: The use of technology to manage public services brings up ethical
guestions about data privacy, consent, and the potential for surveillance.

Conclusion

The Australian Digital ID Bill 2023 has the potential to integrate with broader technocratic initiatives
like smart cities. While this interconnectedness could offer benefits in terms of efficiency and
personalised services, it also raises significant concerns about governance, data privacy, and ethical
considerations. Policymakers should be cautious about the potential for such integration and
consider implementing safeguards to address these risks.
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8. Slippery Slope Arguments

Overview

The Australian Digital ID Bill 2023, while initially focused on specific applications like identity
verification and access to government services, could set a precedent for the gradual expansion of its
scope. This raises concerns about a "slippery slope" where initial acceptance leads to incremental
expansions that were not part of the original public understanding or agreement.

Implications
1. Initial Acceptance: Public acceptance of the Digital ID for limited, well-defined purposes
could lead to complacency, making it easier to introduce more expansive uses later.
2. Function Creep: Over time, the system could be adapted for other purposes, such as law
enforcement or social scoring, which were not initially disclosed or debated.
3. Public Oversight: The gradual expansion of the system's scope could occur without adequate

public consultation or legislative oversight.

Case Study: Israel's Biometric Database

Overview

Israel introduced a biometric database with the initial aim of preventing identity theft and fraud.
However, the system's scope has gradually expanded to include other uses, such as counter-
terrorism efforts.

Key Features

1.

Identity Verification: The database was initially promoted as a secure way to verify identities
for passports and national ID cards.

Expanded Uses: Over time, the database has been used for other purposes, including
criminal investigations and national security concerns.

Public Debate: The expansion of the database's scope has sparked public debate and legal
challenges regarding privacy and civil liberties.

Parallels and Risks

1. Initial Justification: Like Israel's biometric database, Australia's Digital ID system is being
introduced with specific, seemingly benign purposes, such as identity verification and access
to government services.

2. Potential for Expansion: The Israeli experience shows that once such a system is in place,
there is a tendency to expand its scope to include other, more controversial uses.

3. Lack of Transparency: The gradual expansion in Israel occurred with limited public debate,
raising concerns about transparency and public oversight.

Conclusion

The Australian Digital ID Bill 2023, while focused on specific applications, could potentially set the
stage for a slippery slope of incremental expansions in scope and function. The experience of Israel's
biometric database serves as a cautionary tale, illustrating the risks associated with such gradual
expansions. Policymakers should consider implementing safeguards, such as regular public
consultations and legislative reviews, to prevent unintended scope creep and ensure ongoing public
oversight.
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9. Tools for Silencing Dissent
Overview

While the Australian Digital ID Bill 2023 is primarily designed for identity verification and secure
access to services, the centralisation of personal data and the potential for surveillance capabilities
could make it a tool for silencing dissent. The Bill's provisions could be misused to monitor, identify,
and suppress individuals who engage in political activism or criticism of the government.

Implications

1. Surveillance Capabilities: The Digital ID system's data collection and centralisation could be
used to monitor individuals' activities and associations.

2. Political Control: In the hands of an authoritarian regime, the system could be used to
identify and target dissenters.

3. Freedom of Expression: The potential for surveillance could have a chilling effect on free
speech and political activism.

Case Study: Iran's National Internet
Overview

Iran has developed a National Internet, separate from the global internet, to exert greater control
over online activities within the country. Digital IDs are used to monitor and control access to
information and to identify individuals engaging in activities deemed undesirable by the government.

Key Features

1. Restricted Access: Iran's National Internet limits access to global websites and services,
forcing citizens to use government-approved platforms.

2. Monitoring: Digital IDs are used to track online activities, making it easier to identify and
target dissenters.

3. Suppression: The system has been used to suppress political dissent, including the arrest and
prosecution of activists.

Parallels and Risks

1. Data Centralisation: Both Iran's National Internet and Australia's proposed Digital ID system
involve the centralisation of data, albeit for different stated purposes.

2. Potential for Misuse: While Australia's system is not designed for political control, the
centralisation of data creates the potential for such misuse.

3. Civil Liberties: The Iranian case illustrates the extreme consequences of using digital IDs to
suppress dissent, serving as a cautionary tale for any democratic society.

Conclusion

The Australian Digital ID Bill 2023, while intended for identity verification and secure access to
services, has the potential to be misused as a tool for silencing dissent. The case of Iran's National
Internet demonstrates the risks associated with centralising data and using digital IDs for political
control. Policymakers should consider these risks and implement safeguards to protect civil liberties
and prevent the misuse of the system for political suppression.
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10.Empowerment of Private Companies
Overview

The Australian Digital ID Bill 2023 allows for the accreditation of various entities, including private
companies, to use the Digital ID system. While this could streamline services and enhance security, it
also raises concerns about the empowerment of private companies to enforce identity verification
and potentially misuse personal data.

Implications

1. Data Access: Accredited private companies would have access to a wealth of personal data,
raising concerns about data privacy and security.

2. Commercial Interests: Private companies may use the Digital ID system to further their
commercial interests, which may not always align with public interest or ethical
considerations.

3. Regulatory Oversight: The involvement of private companies necessitates robust regulatory
oversight to prevent misuse of the system.

Case Study: Facebook's Real-Name Policy
Overview

Facebook enforces a real-name policy requiring users to register with their legal names. While
intended to promote accountability and reduce trolling, the policy has been criticised for various
reasons, including privacy concerns and the potential for misuse.

Key Features

1. Identity Verification: Facebook's policy requires users to provide identification to verify their
real names, similar to a Digital ID system.

2. Data Collection: The policy allows Facebook to collect and store verified identity data.

3. Controversies: The real-name policy has been criticised for endangering vulnerable
individuals and for being used to silence political activists.

Parallels and Risks

1. Data Control: Both Facebook's real-name policy and Australia's Digital ID system centralise
control over identity verification, albeit in different contexts.

2. Potential for Misuse: Facebook's policy has been misused to target and harass individuals,
illustrating the risks associated with empowering private companies to enforce identity
verification.

3. Regulatory Challenges: The controversies surrounding Facebook's policy highlight the need
for robust regulatory oversight when private companies are involved in identity verification.

Conclusion

The Australian Digital ID Bill 2023's provisions for accrediting private companies to use the Digital ID
system could empower these companies in ways that raise ethical and regulatory concerns. The
experience of Facebook's real-name policy serves as a cautionary tale, illustrating the potential
pitfalls and the need for robust oversight. Policymakers should consider these risks and implement
safeguards to ensure that the involvement of private companies does not lead to the misuse or
abuse of the Digital ID system.
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11.Coordinated Global Push

Overview

The Australian Digital ID Bill 2023 is part of a larger, coordinated global push towards implementing
digital identity systems. While the Bill aims to streamline identity verification and improve service
delivery within Australia, its alignment with global initiatives raises questions about the broader
implications for governance, data sovereignty, and individual rights.

Implications

1. Global Standards: The Bill could potentially align with international standards for digital
identity, affecting how the system interacts with similar initiatives worldwide.

2. Data Sovereignty: A coordinated global push could lead to cross-border data sharing, raising
concerns about data sovereignty and privacy.

3. Global Governance: The involvement of international organisations could influence the
regulatory framework and governance of Australia's Digital ID system.

Case Study: UN's ID2020 Initiative
Overview

ID2020 is an initiative supported by the United Nations, aiming to provide digital identities for all,
particularly focusing on the underprivileged and those without any form of official identification.

Key Features

1. Universal Coverage: ID2020 aims to provide secure and verifiable digital identities to
everyone, especially those who are currently undocumented.

2. Interoperability: The initiative promotes the development of systems that can interact and
share data across borders.

3. Ethical Framework: ID2020 includes an ethical framework to guide the responsible
implementation of digital identity systems.

Parallels and Risks

1. Alignment of Goals: Both Australia's Digital ID Bill and the UN's ID2020 aim to provide secure
and efficient identity verification systems.

2. Data Sharing: ID2020's focus on interoperability could influence Australia's Digital ID system
to facilitate international data sharing, with potential risks to data sovereignty.

3. Regulatory Influence: The global nature of ID2020 could have an impact on the regulatory
environment surrounding Australia's Digital ID system, including compliance with
international standards and norms.

Conclusion

The Australian Digital ID Bill 2023, while a domestic initiative, is part of a larger global movement
towards digital identity systems, exemplified by initiatives like the UN's ID2020. While there are
potential benefits to aligning with international standards, policymakers should be cautious about
the implications for data sovereignty, governance, and individual rights. Safeguards should be
implemented to ensure that the global push towards digital identity does not compromise Australia's
regulatory autonomy or the rights of its citizens.
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12.Shift Towards Totalitarianism
Overview

While the Australian Digital ID Bill 2023 is designed to streamline identity verification and improve
access to services, the centralisation of personal data and potential for surveillance could be seen as
steps towards a more authoritarian form of governance. Although Australia is a democratic country,
the Bill's provisions could be misused under different political circumstances to exert greater state
control over citizens.

Implications

1. State Control: The Digital ID system could be used to monitor and control various aspects of
citizens' lives, from financial transactions to social interactions.

2. Civil Liberties: The potential for increased surveillance and data collection poses risks to civil
liberties, including the right to privacy and freedom from unwarranted government
intrusion.

3. Checks and Balances: The Bill could shift the balance of power between the state and its
citizens, necessitating robust checks and balances to prevent misuse.

Case Study: North Korea's Surveillance State
Overview

North Korea represents an extreme example of state control, where the government employs a
comprehensive surveillance apparatus to monitor and control its citizens.

Key Features

1. Ubiquitous Surveillance: North Korea employs a range of surveillance technologies, from
cameras to informants, to monitor its citizens.

2. State Control: The government uses this surveillance to exert control over virtually every
aspect of life, from political beliefs to personal relationships.

3. Lack of Privacy: Citizens have virtually no privacy, as the state has the ability to monitor all
communications and activities.

Parallels and Risks

1. Data Centralisation: Both North Korea's surveillance state and Australia's proposed Digital ID
system involve the centralisation of data, albeit for vastly different purposes.

2. Potential for Misuse: While Australia's system is not designed for state control, the
centralisation of data creates the potential for such misuse under different political
circumstances.

3. Civil Liberties: The North Korean example illustrates the extreme consequences of using
technology to suppress civil liberties, serving as a cautionary tale for any democratic society.

Conclusion

The Australian Digital ID Bill 2023, while intended for identity verification and secure access to
services, has the potential to be misused as a tool for greater state control. The case of North Korea's
surveillance state serves as a stark reminder of the risks associated with centralising data and
surveillance capabilities. Policymakers should consider these risks and implement safeguards to
protect civil liberties and prevent a shift towards totalitarianism.
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13.Lack of Genuine Alternatives in Politics
Overview

The Australian Digital ID Bill 2023, if supported across the political spectrum, could leave citizens with
few genuine alternatives for advocating privacy and civil liberties. The bipartisan or multiparty
support for such a bill could signal a consensus that sidelines critical perspectives on surveillance and
data privacy.

Implications

1. Political Consensus: If both major parties support the Digital ID Bill, it could limit public
debate and scrutiny, effectively sidelining privacy concerns.

2. Voter Choice: A lack of political alternatives could leave privacy-focused citizens feeling
disenfranchised.

3. Democratic Health: The absence of meaningful debate on critical issues like privacy and
surveillance could be detrimental to the democratic process.

Case Study: Bi-partisan Support for Surveillance in the U.S.
Overview

In the United States, both major political parties have historically supported surveillance programs,
limiting options for citizens who prioritize privacy and civil liberties.
Key Features

1. Surveillance Programs: Programs like the USA PATRIOT Act and PRISM have received
bipartisan support, despite public concerns over privacy and civil liberties.

2. Limited Opposition: While some politicians from both parties have opposed these measures,
they often represent a minority view, limiting their impact on policy.

3. Public Sentiment: Despite public concerns about surveillance, the lack of political
alternatives often forces citizens to deprioritize privacy when voting.

Parallels and Risks

1. Political Landscape: Just as in the U.S., if Australia's major parties both support the Digital ID
Bill, it could limit the scope for public debate and opposition.

2. Voter Disenfranchisement: A lack of alternatives could leave Australian citizens who are
concerned about privacy and civil liberties feeling disenfranchised.

3. Democratic Implications: The absence of meaningful political opposition to surveillance
measures could raise questions about the health of Australia's democratic system.

Conclusion

The potential for bipartisan or multiparty support for the Australian Digital ID Bill 2023 raises
concerns about the lack of genuine political alternatives for citizens concerned about privacy and civil
liberties. The U.S. experience with bipartisan support for surveillance programs serves as a
cautionary tale, highlighting the risks of sidelining critical perspectives on privacy and limiting voter
choice. Policymakers should be aware of these implications and consider ways to ensure that public
debate on these critical issues is not stifled.
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14.Influence of External Entities
Overview

The Australian Digital ID Bill 2023 aims to create a centralized digital identity system for Australians.
While the focus is on domestic utility, the involvement of external entities, either through technology
partnerships or data sharing, could introduce risks related to foreign influence and national security.

Implications

1. Technology Partnerships: The system may rely on technologies developed or managed by
external entities, potentially giving them influence over the system's architecture or data.

2. Data Security: Foreign entities could target the digital ID system for cyber-attacks or
espionage.

3. National Sovereignty: Dependence on external technologies or standards could compromise
national sovereignty and control over the digital ID system.

Case Study: Russia's Influence in Estonia's Digital Infrastructure
Overview

Estonia is known for its advanced digital infrastructure, including a digital ID system. However, the
country has faced cybersecurity threats, notably from Russia, which have raised concerns about
foreign influence and national security.

Key Features

1. Cyber Attacks: Estonia has been the target of cyber-attacks, attributed to Russia, that have
aimed to disrupt its digital infrastructure.

2. National Security: These attacks have raised questions about the vulnerability of Estonia's
digital systems, including its digital ID system, to foreign influence.

3. Countermeasures: Estonia has taken steps to secure its digital infrastructure, but the risks
associated with foreign influence remain a concern.

Parallels and Risks

1. Vulnerability: Like Estonia, Australia's Digital ID system could be vulnerable to cyber-attacks
or influence from foreign entities.

2. Data Integrity: Any compromise of the digital ID system could have wide-ranging
implications, from identity theft to national security risks.

3. Sovereignty Concerns: Dependence on external technologies or partnerships could
compromise Australia's control over its own digital ID system.

Conclusion

The Australian Digital ID Bill 2023, while focused on domestic applications, could be susceptible to
the influence of external entities, particularly if it relies on foreign technologies or standards. The
experience of Estonia's digital infrastructure, and its vulnerability to cyber-attacks from Russia, serves
as a cautionary tale. Policymakers should consider these risks and implement safeguards to ensure
national sovereignty and data security are not compromised.
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Conclusion and Recommendations for Policymakers
Conclusion

The Australian Digital ID Bill 2023 presents a complex landscape of opportunities and risks. While the
Bill aims to streamline identity verification and improve service delivery, it also raises a multitude of
concerns that span from individual liberties to national security. Drawing upon case studies from
around the world, this submission has highlighted the potential pitfalls and unintended
consequences that could arise from the Bill's implementation. The overarching concern is that,
without adequate safeguards, the Bill could compromise civil liberties, data privacy, and even
Australia's democratic values.

Recommendations

1. Enhanced Public Consultation: Given the far-reaching implications of the Bill, a more
extensive public consultation process is essential. Policymakers should actively seek input
from a diverse range of stakeholders, including privacy advocates, cybersecurity experts, and
the general public.

2. Robust Regulatory Oversight: Establish an independent oversight body with the power to
audit and review the operations of the Digital ID system to ensure compliance with privacy
and civil liberties protections.

3. Data Minimisation: Limit the types and amount of data collected and stored to the minimum
necessary for the system's intended purposes.

4. Transparency and Accountability: Publish regular reports on the system's usage, data
breaches, and any instances of data sharing with external entities, both domestic and
international.

5. Opt-In/Opt-Out Provisions: Allow citizens the choice to opt-in or opt-out of the Digital ID
system, and ensure that opting out does not result in any form of discrimination or reduced
access to public services.

6. Data Sovereignty: Ensure that all data collected remains under Australian jurisdiction to
mitigate risks related to foreign influence and data security.

7. Multi-Party Review: Given the potential for bipartisan support to stifle debate, consider
establishing a multi-party committee to review and scrutinize the Bill and its implications.

8. International Alignment: While considering global standards and initiatives, ensure that
these do not compromise Australia's regulatory autonomy or the rights of its citizens.

9. Technology Neutrality: Avoid dependence on specific technologies or vendors that could
make the system vulnerable to external influence or cyber-attacks.

10. Pilot Programs: Before nationwide implementation, conduct pilot programs to identify
potential issues and allow for course corrections.

11. Legal Safeguards: Implement legal provisions that explicitly prohibit the misuse of the Digital
ID system for surveillance, social credit systems, or any form of political repression.

By carefully considering these recommendations, policymakers have the opportunity to address the
numerous concerns raised in this submission. The goal should be to create a Digital ID system that
not only streamlines administrative processes but also upholds the democratic values and civil
liberties that are fundamental to Australian society.
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