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This document also reveals that there is much scope, for this legislative package that is 

‘enshrined in law,’ permitting it to be used to expand Digital Identity Systems (TDIS), and that 

this legislation is indeed, ‘laying the groundwork for other, future, digital identification 

systems.  Of which, one must ask, what is the future anticipated scope of this legislation, as 

there are great risks in permitting an open legislation with no safeguards to protect personal 

data and information of the Australian public.  Once enshrined in law, will Australians even be 

made aware of the parameters of this legislation and will the unsuspecting public, have 

countless public liberties removed at the flick of a pen (p. 2). 

 

This document further quotes the OAIC (2020), Australian Community Attitudes to Privacy 

Survey, stating that Australians are concerned about “identity theft”, but interestingly, there is 

no available statistical data analysis available to the public, that determines, which segment of 

the community were surveyed and what the characteristics and demographics of those 

surveyed.  We also recognise that OAIC are ‘Self-Regulatory,’ so who is reviewing their 

survey data, to ensure that it is an un-biased sample? (p. 2). 

 

When one reviews this pending legislation, there are direct ties between this and the “Identity 

Verification Bill (2023)”.  According to the Parliament of Commonwealth of Australia - 

House of Representatives – Identity Verification Services (Consequential Amendments) Bill, 

(2023), to be inserted after paragraph 46(d) (iii), “any other service specified, or of a kind 

specified, in the Minister’s determination; to share or match information relating to the identity 

of a person” (p. 3).  Just this small statement, gives enormous supremacy, thus, to further 

intrude into an individual’s confidential information, with no limitations.  This statement, does 

not stipulate, under what specific circumstances, this legislation will be expanded, and what 

protections individuals have, in relation to their Human Rights.   

 

4.1.1 The COVID Era 

  

At this stage, the legislation stipulates that Digital Identity is voluntary, but from the 

experiences of Australians, through the COVID Era, just because it says it’s voluntary, does 

not stop it becoming mandatory, and all Australians should be very concerned about these 

open statements, with no over-arching monitoring, which provide profound government 

authority. 
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As experienced from the Vaccine Mandates, Australians were confronted with having to make 

a choice, get vaccinated, or be unable to shop, socialise, work, earn an income and many had 

their employment terminated.  Thus demonstrating, that the Commonwealth may say it is 

voluntary, but then, create mandates for companies and businesses, and once again, the Human 

Rights of individuals are again removed, without consequence, for breaching the Human 

Rights of the people of Australia.  

 

Unfortunately, throughout the COVID era, we witnessed a total disregard, with respect to the 

Human Rights, of all Australians, where individuals were traced and tracked, where 

individuals were required to expose their medical status, to enter a shop, or buy a coffee.  We 

saw the QR code, used by Government, gathering much digital data on the Australian 

population.  Thus, leading too many Australians, now probing the actions of the Australian 

Government, and questioning where their data is?   We also saw individuals punished for not 

taking the ‘mandatory injection’, locked out of society, shamed, and abused, according to 

Kampf (2021).  Furthermore, many have also been unable to maintain employment, according to 

Chang (2022), because of their democratic rights to choose bodily autonomy.  One may start to 

question if the ‘keeping you safe’ marketing ploy, is ‘communism’ knocking at the doors of 

Australians.  So, has this data been used to create the Australian Digital Identity Database?  

Where is the individual’s consent to this?  This information has been taken and recorded 

without the knowledge of Australians, who only participated because they thought they were 

doing the right thing.  Therefore, this information has been obtained and utilised unethically.  

During the COVID era,  Human Rights, Article 2, 17,19 and 9, were totally ignored and 

continue to be, without any explanation to Australians.  Finally, through the COVID era, 

digital data was also collected through Health Records and Employment Records, (Information 

and Privacy Commission NSW, March 2021).  One may also question, when did employers, 

become arms of government, and encroach on the rights of their workers medical information, 

well, as we now understand, when the government amended the Fair work legislation (2020).  

 

4.2 OTHER INTERLINKING LEGISLATIONS 

 

4.2.1 Identity Verification Services Bill (2023) 

 Within the ‘Identity Verification Services Bill 2023’, Identity Verification Services 

(Consequential Amendments) Bill, 2023, the Parliament of The Commonwealth of Australia, 

of which, determines a new legislation, permitting facial recognition and verification of 
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identification biometrically.  Using a photograph and facial images of individuals “with 

consent,’ against a Commonwealth, State or Territory Issues identification document, i.e.: 

passports and Driver Licences.  Of which, this Bill, “permits the matching of identifications, 

across States and Territories” (p. 3). 

 

One may question if this technology is already being utilised for purposes of which members 

of the community are unaware, as it appears this technology has already moved into this 

sphere, yet it can be assumed, that many would not be aware, nor would they have provided 

‘’consent’ for the utilisation of such technology, encompassing their identity information 

within digitalised systems.   

 

However, as can be seen within The Identity Verification Services Bill 2023, Identity 

Verification Services (Consequential Amendments) Bill 2023, protections under the 

Australian and Human Rights Charter can be altered, within certain circumstances, a clause 

that is supported by the United Nations Human Rights Committee, when they deem it 

‘reasonable circumstances’ (p. 7).  Therefore, as seen during and since COVID, because the 

‘UN decided,’ it was reasonable to expand COVID laws, even though, they encroached on 

human rights in Australia, they did.  This issue should raise serious concerns to all 

Australians, as it highlights two factors, (1) that the International Human Rights Charter does 

not protect the Human Rights of Australians, and secondly, the UN determined this breach of 

Human Rights, upon the Australian population and the Australian Government proceeded with 

the order, against their own people. 

 

4.2.2 The NDLFRS Program 

 The National Drivers Licence Facial Recognition Solution, (NDLFRS) Program, (2019), of 

which, many Australians, would not have awareness of the term, let alone, understand that 

they are already in a National Facial Recognition Database.   If so, where is the consent, 

because ‘true consent,’ means that one should have both knowledge and an understanding of 

what he/she has agreed too.   Individuals have not been given the option to either partake or 

decline partaking, in the digital facial recognition scheme.  At what point in time, was one’s 

personal information collated into a central database and which legislation does this sit within 

and how much community consultation was undertaken, to ensure that individuals were 

provided enough information to make an informed decision.   Furthermore, the document also 

uses very vague wording, for example, “These facilities will relay electronic communications 
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between persons and bodies, for the purposes of requesting and providing identity verification 

services” (p. 4).  One must question, which persons and bodies does this statement refer too?     

 

4.2.3 The Australian Passports Act (2005) 

  

There is also discussion about amendments to the ‘Australian Passports Act (2005)”, of 

which there has been no public promotion of these impending changes.  

 

The discussions presented above, highlight a range of changes that have major impacts on the 

privacy of all Australians, and there appears, endless scope on the expansion of the Digital 

Identity System, which also encroaches on the Human Rights of all Australians.  (Australian 

Human Rights Commission Act, 1986).   

 

4.2.4 Misinformation and Dis-information Bill (2023) 

 

 

 

 

 

 

 

 

At current the Australian Government is also working tirelessly to bring in the 

Communications Legislation Amendment (Combatting Misinformation and Disinformation) 

Bill 2023.  As with all bills, all have clauses within them, that permit expansions, specified 

with Ministerial determination, which raises concerns, as at this time, both proceeding bills are 

in relation to the Digital system, with the first being focused on setting up ‘Digital Ids, where 

much information is stored, about Australians, and now with the Digital Mis-information Bill, 

again, digital information will be collected and stored, relating to the Digital platforms, these 

same Australians utilise.  Of which, both Legislation, and many others, are connected, are also 

storing immense data about the people of Australian.  The political push to trace and track all 

Australians is being done through many mechanisms including, Passports, Driving Records, 

MyGov Account (encompassing Financial, Taxation, Business, Health, Superannuation, and 

Property information.   

 

With the introduction of the Misinformation Bill (2023), data will now be collected on the 

social and political interests and opinions of all Australians.  Many Australians now consider 

that these legislations are encroaching on civil liberties and democratic rights and freedoms.   

Not all Australians may currently be inking these various legislations together, but many are 

starting to see the over-reach of government, into their private lives.  Hence, all these 

legislations, are indeed combining, to remove the democratic rights of all Australians.  
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forms of legislation, many already in place, and others, currently before Parliament, that 

together, create a ‘digital prison,’ of which all Australians are captured.  There are several 

legislations, which have gained little attention of the people, of which, would appear 

intentional, which also explains why individual’s have little, or no understanding as to, the 

government’s ultimate mission.  

 

This paper also examines a clause, which is within much of the legislation, “providing 

legislative authority for expansion” which provides unjust reasons, for the minister to expand 

and intensify legislations at his/her discretion, posing great concerns for Australians, as was 

experienced during the COVID Era.  Finally, four recommendations have been presented, of 

which would remove the incredible and unwarranted intrusions into the privacy of all 

Australians.   
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